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Identity in motion

Cutting, J. E., & Kozlowski, L. T. (1977). Recognizing 
friends by their walk: Gait perception without 
familiarity cues. Bulletin of the Psychonomic Society, 
9(5), 353–356. https://doi.org/10.3758/BF03337021

38% accuracy, p < .005

https://doi.org/10.3758/BF03337021
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Motion in VR
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VR identification studies
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* Enough to identify ≈4,000 users
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VR identification studies
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BeatLeader dataset

USERS

55,541

COUNTRIES

40+

VR DEVICES

20+

REPLAYS

2,669,886

SESSIONS

713,013

DATA

3.96 TB
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01/01

Usage sessions
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01/01

Session splits

01/02 01/03 01/04 01/05 01/06 01/07 01/08 01/09

Training
(70%)

Validation
(10%)

Clustering
(10%)

Testing
(10%)

User: 765611980824 765611980824
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Motion features

LightGBM

{posx,posy,posz,roti,rotj,rotk,rotl}
×

{min,max,mean,med,stdev}
×

{head,left_hand,right_hand}
=

[105 dimensions]
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Context features

(3) noteLineLayer

(4) lineIndex

(2) colorType

(13) afterCutRating

(11) cutAngle

(9) cutDirDeviation

eventTime: when music matches note

hitTime: when saber intersects note

(8) timeDeviation (|eventTime-hitTime|)

(17-19) cutPoint{x,y,z}

(10 cutDistanceToCenter

(12) beforeCutRating

(20-22) cutNormal{x,y,z}

(1) cutDirection

(6) saberType
(7) saberSpeed

(14-16) 
saberDir{x,y,z}

(5) scoringType (Normal, Ignore, NoScore, SliderHead, SliderTail, 

BurstSliderHead, or BurstSliderElement)

Hybrid 
Featurization

232 Dimensions

Motion
Features

105 Dimensions

Context 
Features

22 Dimensions

Motion
Features

105 Dimensions
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01/01

Feature extraction

01/02 01/03 01/04 01/05 01/06 01/07 01/08 01/09

Training
(70%)

Validation
(10%)

Clustering
(10%)

Testing
(10%)

150 Features
(5 Minutes)

50 Features
(1.6 Minutes)

50 Features
(1.6 Minutes)

50 Features
(1.6 Minutes)

150 Features
(5 Minutes)

50 Features
(1.6 Minutes)

50 Features
(1.6 Minutes)

50 Features
(1.6 Minutes)

Z-score
Normalization
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LightGBM training time

LightGBM

55,540 Users

7+ days
4 TB+ RAM
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Hierarchical model

2A 2B 2C 2D 2E

Classifier 1A Classifier 1B Classifier 1C Classifier 1D Classifier 1E

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

 …

 …

2A 2B 2C 2D 2E 2A 2B 2C 2D 2E 2A 2B 2C 2D 2E 2A 2B 2C 2D 2E

Layer 1 

Layer 2

User
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Hierarchical model

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

 …

 …

Composite Classification 0 1

Predicted Class Probability

Layer 1 

Layer 2

User



19 ·  https://rdi.berkeley.edu/metaverse

Confusion layer

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

 …

 …

Layer 1 

Layer 2

User

Clustering
(10%)

1 3 4 5

6 9 10 11

12 13 14 17

18 19 21 22

Correctly Classified

8 23

2 15

20 24

7

16 25

Incorrectly Classified

→ Classifier 3A → Classifier 3B

→ Classifier 3C
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100 Seconds
94.3% Accuracy10 Seconds

73.2% Accuracy

2 Seconds
48.45% Accuracy

20 Seconds
82.9% Accuracy

Results
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Impact
factors
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100+ Replays
99.5% Accuracy

Impact of 
experience



Enough to identify
≈ 4,000 users
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Model explanations
STATIC FEATURES

22.9% of entropy gain

MOTION FEATURES

73.9% of entropy gain

CONTEXT FEATURES

3.2% of entropy gain
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Other biometrics

(NIST, 2006)

(NIST, 2012) (NIST, 2020)
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Implications for VR privacy

≈
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Thank you!

50,000+ User Identification Study
https://rdi.berkeley.edu/vr-identification/

https://arxiv.org/abs/2302.08927
https://github.com/MetaGuard/Identification

Other RDI Metaverse Research
https://rdi.berkeley.edu/metaverse/

https://rdi.berkeley.edu/vr-identification/
https://arxiv.org/abs/2302.08927
https://github.com/MetaGuard/Identification
https://rdi.berkeley.edu/metaverse/

